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Motivation

aphony has developed, allows cost-
’ f VolP technology.

ct audio communication as
ed written communication.

alls are already annoying PSTN

v

ternet Telephony (SPIT) will
)lem similar to e-mail SPAM.
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Motivation

Xpected to increase dramatically with
calls.
acy protection needed.

)hibiting such calls are most often
against calls from other countries.
ical approach needed.

Inication is regulated by several
ons are up to five years in prison.
ympliance needed.
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SPIT-AL Project
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SPITting into your Ear

Calls from humans: e.g., call centres
Calls from automated devices: e.g., SPAM Bots

Ringtone SPIT
Combinations

Simple(?) solution — requiring change in protocol:
Atiaching money to calls and thereby
offering a surety (“Kaution”),

cf. M. Reichenbach, H. Damker, H. Federrath, K. Rannenberg, "Individual Management of
Personal Reachability in Mobile Communication", in: Proceedings of the IFIP TC11 SEC 97,
13th International Information Security Conference, Copenhagen, May 1997.
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AL: Technical Approach

AM: header & content analysis
alysis of audio communication:

onous communication; impossible to
efore call is established

lly complex, binds resources

of secrecy of telecommunication
N1 Germany: up to 5 years in prison

within SPIT-AL
)revent annoyance anyway)
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AL: Technical Approach

formation about caller:

D? (lacking authenticity with SIP)
PSTN / SIP (proxy, IP range)?

sis / buddy lists / black lists

e lists / Web of Trust

3l Analysis (backbone)

ation about call:

, Mum.
m up.
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: Technical Approach

ons according to results:

all (implementation: easy)
first try (greylisting)

the caller:
ase press “42#.” (simple voice menu)
is 10 devided by 2?”

asynchronous
ternate reachability
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AL: Legal Aspects

os for development:

olled filtering!

cy and control of data processing
equences

ion presets for different types of

options fine-grained

e
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Problem:
How to enhance control
by the user?
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Calling
Machine?
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CaIIe}iD(A) Problem:
Data base too small




Problem:
Legal grounds for handling
A’s personal data?
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for Consent Mgmt
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- Consent management % ﬂ\
- Pseudonym assignment —> - .
- Possibly handling requests M 2 _ BuddyLisl o —
w.r.t. privacy rights A C1 _‘J n
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Problems: ;

1) Fine-grained access control necessary % -

2) Little motivation for contacting member list Byt
and using pseudonyms
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Organisation 3
- Consent management
- 24h-Pseudonym assignment e
- Possibly handling requests

w.r.t. privacy rights A

- Global White List
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@ Private (=non-exportable) entry

| Discarded request




1esearch Topics |
nterests of Callers —

&

rom scoring systems!

discrimination?
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lata processing?
A1CCEeSS?

ation” (sending messages to users
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Research Topics Il
of Peers Providing Infos

&
om undesired requests

on about social network

fil the same obligations as organisations?
agrity etc.?
bility?

4

ide information?
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nt Research Topics Il
her Real Life Problems —

, by hackers
J., by role switches (friend being an insurance agent)

ere they come from
urce peer

and decentralised components?
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Conclusions

« Legal requirements for reputation systems are
heither fully described nor solved:

- Privacy-enhancing reputation systems currently
don’t deal with user rights to access etc.

= Law addresses organisations differently than
hatural persons: What about “organisations™ /
“communities” formed by peers?

* In the case of SPIT data avoidance is difficult.

« Balances sought:

- Centralised vs. decentralised components
- Rights vs. obligations ...
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